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4 Informagdes da Bomba

INMETRO Digital Metrology - ICP-Brasil =~ Medida Inteligente

e INMETRO has a digital certification for
metrology project

4 Dados do estabelecimento

Razéao Social: UFSC

e Became a Certification Authority for ICP-Brasil FERREIRA LIVA 68040570 Franipots o
in 2022
. .. B Dados do abastecimento
o Implementat|0n Of the fuel pump dlgltal Numero de série do instrumento: 1
. . . Indicador: 1
signature verification system developed by Date: 20/1/202
Hora: 10:51:17
I N M ETRO Volume abastecido: 10,2L

Prego/litro: R$5,329
Total a pagar: R$54,356

e Development of an application for citizens to
monitor fuel supply fraud ©
e Security and inspection infrastructure S s

Relatar Problema ) A\ Mais Informagoes

© Nova Leitura




INMETRO Digital Metrology - Opportunity

e Every metrological device will be able in the future to generate digitally signed

receipts of measure
e \We can track use and calibration

e If we collect all the measures we can derive by products:
o Fuel pumps:
m Actual car efficiency certification results
e The question is:
o How to collect?

o How to organise?
o and how to process?



Hyperledger Fabric - Ledger

e Storage:
o Ledger:
m Transaction list.

Blockchain

m  Block chaining (History); T~ T

Block

m Pointer(Hash);

Block header

o World State: W W W ng

DO

D1 D2 D3
m (Key, Value); (genesis)

Block data

Transaction

m Most recent state;

oz @

MO M1 M2 M3 M3 Block metadata

O  Private and Permissioned.

B I
/\/\/ H2 is chained to H1

Fonte: https://hyperledger-fabric.readthedocs.io/en/release-2.2/ledger/ledger.html
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https://hyperledger-fabric.readthedocs.io/en/release-2.2/ledger/ledger.html

Hyperledger Fabric - Network Organization

e Organizations (R's)
e Computers (04)
o Network configuration (NC4)

e Channels (C1)

o  Channel configuration (CC1)

® Peers (P’s) with ledgers (L1) and smart

contracts (S5)

e Applications (A1)
e Certificate Authorities (CA's)



https://hyperledger-fabric.readthedocs.io/en/release-2.2/network/network.html

Hyperledger Fabric - Identities

ECURITY

® Entities are identified by X.509
. . APPLICATIONS
certificates or aliases oL ATEORM £ AUTHORIZATION

¢ Most bycrtaes oo IDENTITY S5
® Certificates issue organization CA
or intermediate CA o CONTROL MANAG E M E NT

SeRACES > AUTHENTICATION ® SYSTEM @

e Different certificate fields identify an §§ ROLES * 8 g 3
entity 02 £ o3 G
: Oz s =& 8

e |deal for government solutions “@ ©3

because it does not assume
pseudo-anonymity by default.
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Hyperledger Fabric - Membership Service Provider (MSP)

e Set of folders that define an __ msp

. . _ o — config.yaml
organization's identities —

.. cacerts
ca.crt

® Folders contain certificates or keys

. intermediatecerts
ca.crt

... admincerts*
‘ (*deprecated in Fabric v1.4.3 and higher)
admin.crt

. keystore poate key)
signer.key

we Signcerts puic ey pairs with

signer.crt

——— .. tlscacerts

tlsca.<org-domain>-cert.pem

——— ... tlsintermediatecerts

tisca.<org-domain>.pem

... operationscerts
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Hyperledger Fabric - Certificate Standard

e The important certificate fields for the
Fabric network are: OU, CN and OID
1.2.3.4.5.6.7.8.1

e OU: identifies the role of the entity

® CN:the name of the entity

® OID: stores attributes related to the
invocation of smart contracts
(chaincodes)

152 3045 6578 %
{"attrs":{"energy.seller":"true","hf.Affiliation": "ufsc'

NodeOUs :

Enable: true

ClientOUIdentifier:
OrganizationalUnitIdentifier: client

PeerOUIdentifier:
OrganizationalUnitIdentifier: peer

AdminOUIdentifier:
OrganizationalUnitIdentifier: admin

OrdererOUIdentifier:
OrganizationalUnitIdentifier: orderer

', "hf.EnrollmentID":"sellerl-ufsc”,"hf.Type":"client"}}
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Hyperledger Fabric - Integration with ICP-Brasil

Geraciio de Chaves Assimétricas de AC

e Default on Hyperledger Fabric:

. DOC-ICP-01 - item 6.1.1.3
o  X.509 certificates; Povs

DOC-ICP-04 - item 6.1.1.3

o  Organizational Unit (OU): Nomustvo ICT- Do DOC-ICP-01 - item 6.1.5

m  Organization of the MSP; DOC-ICP-05 - item 6.1.5

| PO“CiES,‘ RSA ou ECC-Brainpool (conforme RFC 5639) ou Ed448-
o ECDSANIST Keys: i o b e

- P224; P256; P384; P521. ICP-01.01, PurcEdDSA e HashEdDSA, conforme RFC 8032).

Y Ch a nge p ro posa IS: Tandic de chave ;?3 4096 ou brainpoolP512r] ou Ed448 (448 bits) ou E-521 (521
©) Removed N |ST CU rves: DOC"CP'Ol.Ol Geragio de Chaves Assimétricas de Usudrio Final
O Ed DSA Keys . Normativo ICP-Brasil DOC-ICP-04 - item 6.1.5.2
RSA ou ECC-Brainpool (conforme RFC 5639)
] Ed255 19; ou Curve25519 (Conforme RFC 7748) ou
Ed25519 (PurcEdDSA e H?shEdDS.& conforme
m  Ed44s. Algortmo HashEdDSA. conforme. REC. 5032) ou E-521
(Confc a da curva belecid
® Merge Request (MR) for Hyperledger HuhEDSA, confome REC 803D,

HPa RSA 2048 ou brainpoolP256r] ou Curve25519
Fa b ric ) ;;msa;h;sdc()c;::‘:;{“ A2, A3, A CF-e-SAT, S, 56 pitc) ou Ed25519 (256 bits) ou Ed448 (448
53,23, OM-. bits) ou E-521 (521 bits)
e New Edwards CAs and/or Existing CAs. RSA 2048 ou RSA 4096 ou brainpoolPS12e] o
Tamanho da chave A4, S4, T4 Curve25519 (256 bits) ou Ed25519 (256 bits) ou

Ed448 (448 bits) ou E-521 (521 bits)




Hyperledger Fabric - Certificate Standards (Algorithms)

® Inthe current version (2.4.6) entities
sign with an ECDSA certificate

® AC's can use ECDSA or RSA

® We produce Edwards curve support
(ed25519)

® PR:Add ed25519 support #3343
o Likely native supportin 3.0

&

o

&

Add ed25519 support #3343

johannww wants to merge 22 commits into hyperledger :main from johannww:ed25519-support (O

. johannww on 15 Aug Author

| am evaluating a possible solution, as | believe these requirements will lead to changes in the Signer interface

https://github.com/johannwwi/fabric-1/blob/Sfdc4f0c3ac92a7c95ab0099ac6535a1fcd4 10f0/beesp/signer/signer.go#L 76-
L78

So functions like the one below can be called:

https://github.com/johannwwi/fabric-1/blob/Sfdc4f0c3ac92a7c95ab0099ac6535a1fc44 10f0/msp/identities.go#L 255-
L278

. johannww 16 days ago Author

I think it is fixed. Plus, | forced-pushed some commits because they were not signed off.

COrWin and others added 10 commits 16 days ago

/3 use actual address of the deadMembers2Expire slice variable (hyperled.. - 6dcedeb
@ sump zap-logrmt - 2961272

Handle empty policies when traversing the policy tree in discovery po.. - 34bc86f
@ Add eazs519 support - 7356d0e
@ Add initial integration tests for ed25519 - 241e200
@ ~dd ed25519 channel and msp capabilities - 758e0ba
@ crhance capabilities and add ed25519 integration tests - 672987c
@ velete integration/ed25519 folder and revert vendor file - bf1382¢
@ update Channel capabilities and msp version to V3.8 - 5398a74
@ renove Ed25519 standard network - froe6ed

johannww added 12 commits 16 days ago

@ Renove oldpeerRunner from integration test net




Hyperledger Fabric - Certificate Standards (Example)
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Proposal

e Qur proposal is for the creation of a blockchain of metrological receipts
e Tracking use and possibly calibration
e Devising new strategies for regulator when using calibrated and connected

devices
o Fuel pumps:
m [ax avoidance
m Indications on problems with mixtures

e Combination of on-chain and off-chain information

12



Thank you!
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