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INMETRO Digital Metrology - ICP-Brasil

● INMETRO has a digital certification for 
metrology project

● Became a Certification Authority for ICP-Brasil 
in 2022

● Implementation of the fuel pump digital 
signature verification system developed by 
INMETRO

● Development of an application for citizens to 
monitor fuel supply fraud

● Security and inspection infrastructure
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INMETRO Digital Metrology - Opportunity

● Every metrological device will be able in the future to generate digitally signed 
receipts of measure

● We can track use and calibration
● If we collect all the measures we can derive by products:

○ Fuel pumps:
■ Actual car efficiency certification results

● The question is:
○ How to collect?
○ How to organise?
○ and how to process?
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Hyperledger Fabric - Ledger

● Storage:
○ Ledger:

■ Transaction list.

■ Block chaining (History);

■ Pointer(Hash);

○ World State:

■ (Key, Value);

■ Most recent state;

○ Private and Permissioned.
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Fonte: https://hyperledger-fabric.readthedocs.io/en/release-2.2/ledger/ledger.html 

https://hyperledger-fabric.readthedocs.io/en/release-2.2/ledger/ledger.html


Hyperledger Fabric - Network Organization

● Organizations (R's)

● Computers (O4)
○ Network configuration (NC4)

● Channels (C1)
○ Channel configuration (CC1)

● Peers (P’s) with ledgers (L1) and smart 

contracts (S5)

● Applications (A1)

● Certificate Authorities (CA's)
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Fonte: https://hyperledger-fabric.readthedocs.io/en/release-2.2/network/network.html 

https://hyperledger-fabric.readthedocs.io/en/release-2.2/network/network.html


Hyperledger Fabric - Identities

● Entities are identified by X.509 

certificates or aliases

● Mostly by certificates

● Certificates issued by organization CA 

or intermediate CA

● Different certificate fields identify an 

entity

● Ideal for government solutions 

because it does not assume 

pseudo-anonymity by default.

6



Hyperledger Fabric - Membership Service Provider (MSP)

● Set of folders that define an 

organization's identities

● Folders contain certificates or keys
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Hyperledger Fabric - Certificate Standard

● The important certificate fields for the 

Fabric network are: OU, CN and OID 

1.2.3.4.5.6.7.8.1

● OU: identifies the role of the entity

● CN: the name of the entity

● OID: stores attributes related to the 

invocation of smart contracts 

(chaincodes)
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Hyperledger Fabric - Integration with ICP-Brasil

● Default on Hyperledger Fabric:
○ X.509 certificates;

○ Organizational Unit (OU):
■ Organization of the MSP;

■ Policies;

○ ECDSA NIST Keys:
■ P224; P256; P384; P521.

● Change proposals:
○ Removed NIST Curves: DOC-ICP-01.01 

○ EdDSA Keys:
■ Ed25519;

■ Ed448.

● Merge Request (MR) for Hyperledger 

Fabric;

● New Edwards CAs and/or Existing CAs.
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Hyperledger Fabric - Certificate Standards (Algorithms)

● In the current version (2.4.6) entities 

sign with an ECDSA certificate

● AC's can use ECDSA or RSA

● We produce Edwards curve support 

(ed25519)

● PR: Add ed25519 support #3343
○ Likely native support in 3.0
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Hyperledger Fabric - Certificate Standards (Example)
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Proposal

● Our proposal is for the creation of a blockchain of metrological receipts
● Tracking use and possibly calibration
● Devising new strategies for regulator when using calibrated and connected 

devices
○ Fuel pumps:

■ Tax avoidance
■ Indications on problems with mixtures

● Combination of on-chain and off-chain information
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Thank you!
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